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m) Course Objective

» You will learn how to scan.

> You will learn how to test.

» You will learn how to hack and secure target systems.

» The course covers the Five Phases of Ethical Hacking, diving into
Reconnaissance, Gaining Access, Enumeration, Maintaining
Access, and covering your tracks.

m) Target Audience

» Ethical hackers.

» System Administrators.

» Network Administrators.

» and Engineers.

» Webmanagers.

> Auditors.

» Security Professionals in general.

Asia Masters Centre (AMC), Suite 2 B, level 6, Office Block, Grand Millennium Hotel, Bukit Bintang
Street, 55100 Kuala Lumpur, Malaysia. | Tel: +60327326992|Mobile: +601 8909 0379 | Fax: +60327326992
Website: http://www.asiamasters.org/ | Email: info@asia-masters.com



o

Asia Masters Center

mp Course Outline

» Module 1: Introduction to Ethical Hacking

» Module 2: Footprinting and Reconnaissance

» Module 3: Scanning Networks

» Module 4: Enumeration

» Module 5: Vulnerability Analysis

» Module 6: System Hacking

» Module 7: Malware Threats

» Module 8: Sniffing

» Module 9: Social Engineering

» Module 10: Denial-of-Service

» Module 11: Session Hijacking

» Module 12: Evading IDS, Firewalls, and Honeypots

» Module 13: Hacking Web Servers

» Module 14: Hacking Web Applications

» Module 15: SQL Injection

» Module 16: Hacking Wireless Networks

» Module 17: Hacking Mobile Platforms

» Module 18: IoT Hacking

» Module 19: Cloud Computing

» Module 20: Cryptography Module 6: Incident Management and
Respons
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> The Feature Of Asia Master Training And Development Center

e we pick up the customer from the airport to the hotel.

e e give the participant training bag includes all the necessary tools
for the course.

e Working within groups to achieve the best results.

e All our courses are confirmed and we do not postpone or cancel the
courses regardless of the number of participants in the course.

e We can assist you in booking hotels at discounted prices if you wish
to book through us.

e We offer the certificate from Asia Masters Center for Training and
Administrative Development.

m) The Cost Of The Training Program Includes The Following:

1) Scientific article on flash memory.

2) Training Room.

3) Training.

4) Coffee break.

5) The training bag includes all the tools for the course.
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Price (USD)

Communicate with the training department
to know the participation fees
» There are offers and discounts for groups

The details of the bank account
Bank name: CIMB Bank Berhad
Account name: Asia Masters Center SDN. BHD
Bank account number: 80-0733590-5
Swift code: CIBBMYKL
IBAN: Null
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