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Certified Information Security Manager

m) Course Objective

» To know about Asset Identification

» To know about Vulnerability Assessments

» Learn about Structured Information Risk Assessment Process

» Learn about Communication and Maintenance of Standards,
Procedures, and Other

m) Target Audience

» Security Analysts.

» Security Engineers.

» Network Server Administrators.
» Firewall Administrators.

» Security Testers.

» System Administrators.

» Risk Assessment Professionals.
» System Administrators.
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mp Course Outline

» Module 1: Testing-Taking Tips and Study Techniques
Preparation for the CISM exam
Submitting Required Paperwork
Resources and Study Aids
Passing the Exam the First Time
» Module 2: Information Security Governance
Asset Identification
Risk Assessment
Vulnerability Assessments
Asset Management
» Module 3: Information Risk Management
Asset Classification and Ownership
Structured Information Risk Assessment Process
Business Impact Assessments
Change Management
» Module 4: Information Security Program Development
¢ Information Security Strategy
e Program Alignment of Other Assurance Functions
e Development of Information Security Architectures
e Security Awareness, Training, and Education
e Communication and Maintenance of Standards, Procedures, and
Other
e Documentation
e Change Control
e Lifecycle Activities
e Security Metrics
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» Module 5: Information Security Program Management
e Security Program Management Overview
e Planning
e Security Baselines
e Business Processes
e Security Program Infrastructure
e Lifecycle Methodologies
e Security Impact on Users
e Accountability
e Security Metrics
e Managing Resources
» Module 6: Incident Management and Response
e Response Management Overview
¢ Importance of Response Management
e Performing a Business Impact Analysis
e Developing Response and Recovery Plans
e The Incident Response Process
e Implementing Response and Recovery Plans
e Response Documentation
e Post-Event Reviews
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> The Feature Of Asia Master Training And Development Center

e we pick up the customer from the airport to the hotel.

e e give the participant training bag includes all the necessary tools
for the course.

e \Working within groups to achieve the best results.

e All our courses are confirmed and we do not postpone or cancel the
courses regardless of the number of participants in the course.

e \We can assist you in booking hotels at discounted prices if you wish
to book through us.

o \We offer the certificate from Asia Masters Center for Training and
Administrative Development.

m) The Cost Of The Training Program Includes The Following:

1) Scientific article on flash memory.

2) Training Room.

3) Training.

4) Coffee break.

5) The training bag includes all the tools for the course.
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Price (USD)

Communicate with the training department
to know the participation fees
» There are offers and discounts for groups

The details of the bank account
Bank name: CIMB Bank Berhad
Account name: Asia Masters Center SDN. BHD
Bank account number: 80-0733590-5
Swift code: CIBBMYKL
IBAN: Null
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