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Certified Information Security
Manager - CISM

m) Course Objective

> Use the knowledge gained in a practical manner beneficial to your
organization.

» Establish and maintain an Information security governance
framework to achieve your organization

» goals and objectives.

» Manage Information risk to an acceptable level to meet the business
and compliance requirements.

» Establish and maintain information security architectures (people,
process, technology) .

> Integrate information security requirements into contracts and
activities of third parties/ suppliers.

» Plan, establish and manage the capability to detect, investigate,
respond to and recover from information security incidents to
minimize business impact.

m) Target Audience

» This course is designed specifically for information security
professionals who are preparing to take the CISM exam.
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mp Course Outline

Information Security Governance
» Establish and maintain an information security strategy, and align

the strategy with corporate

» governance.

» Establish and maintain an information security governance
framework.

» Establish and maintain information security policies.

> ldentify internal and external influences to the organization.

» Obtain management commitment.

» Define roles and responsibilities.

» Establish, monitor, evaluate, and report metrics.

Information Risk Management and Compliance
» Establish a process for information asset classification and

ownership.

> ldentify legal, regulatory, organizational, and other applicable
requirements.

» Ensure that risk assessments, vulnerability assessments, and threat
analyses are conducted periodically.

» Determine appropriate risk treatment options.

» Evaluate information security controls.

> ldentify the gap between current and desired risk levels.

> Integrate information risk management into business and IT
processes.

» Report noncompliance and other changes in information risk.

Information Security Program Development and Management
» Establish and maintain the information security program.

» Ensure alignment between the information security program and
other business functions.
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> ldentify, acquire, manage, and define requirements for internal and
external resources.

» Establish and maintain information security architectures.

» Establish, communicate, and maintain organizational information
security standards, procedures, and guidelines.

» Establish and maintain a program for information security
awareness and training.

> Integrate information security requirements into organizational
Processes.

» Integrate information security requirements into contracts and
activities of third parties.

» Establish, monitor, and periodically report program management
and operational metrics.

Information Security Incident Management
» Establish and maintain an organizational definition of, and severity

hierarchy for, information

» security incidents.

» Establish and maintain an incident response plan.

» Develop and implement processes to ensure the timely
identification of information security

» incidents.

» Establish and maintain processes to investigate and document
information security incidents.

» Establish and maintain incident escalation and notification
processes.

» Organize, train, and equip teams to effectively respond to
information security incidents.

» Test and review the incident response plan periodically.

» Establish and maintain communication plans and processes.

» Conduct post-incident reviews.
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» Establish and maintain integration among the incident response
plan, disaster recovery plan, and business continuity plan.

> The Feature Of Asia Master Training And Development Center

e we pick up the customer from the airport to the hotel.

e Wwe give the participant training bag includes all the necessary tools
for the course.

e Working within groups to achieve the best results.

e All our courses are confirmed and we do not postpone or cancel the
courses regardless of the number of participants in the course.

e We can assist you in booking hotels at discounted prices if you wish
to book through us.

e We offer the certificate from Asia Masters Center for Training and
Administrative Development.

m) The Cost Of The Training Program Includes The Following:

1) Scientific article on flash memory.

2) Training Room.

3) Training.

4) Coffee break.

5) The training bag includes all the tools for the course.
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Price (USD)

Communicate with the training department
to know the participation fees
» There are offers and discounts for groups

The details of the bank account
Bank name: CIMB Bank Berhad
Account name: Asia Masters Center SDN. BHD
Bank account number: 80-0733590-5
Swift code: CIBBMYKL
IBAN: Null

Asia Masters Centre (AMC), Suite 2 B, level 6, Office Block, Grand Millennium Hotel, Bukit Bintang
Street, 55100 Kuala Lumpur, Malaysia. | Tel: +60327326992|Mobile: +601 8909 0379 | Fax: +60327326992
Website: http://www.asiamasters.org/ | Email: info@asia-masters.com



