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ObjectiveCourse  

 

 Develop security strategic plans that incorporate business and 

organizational drivers 

 Develop and assess information security policy 

 Use management and leadership techniques to motivate and inspire 

your teams 

 

 

Target Audience 

 
 CISOs 

 Information Security Officers 

 Security Directors 

 Security Managers 

 Aspiring Security Leaders 

 Other Security Personnel Who Have Team Lead or Management 

Responsibilities 

 

  

 

 

 

 

Management Strategies for IT 

Department 
 



  
 
 
 
 

Asia Masters Centre (AMC), Suite 2 B, level 6, Office Block, Grand Millennium Hotel, Bukit Bintang 

Street, 55100 Kuala Lumpur, Malaysia. | Tel: +60327326992|Mobile: +601 8909 0379 | Fax: +60327326992 

Website: http://www.asiamasters.org/ | Email: info@asia-masters.com 

  

Course Outline 
 
 Day 1 

 Strategic Planning Foundations 

 Topics 

 Vision and Mission Statements 

 What they tell you about the organization 

 Developing a security team mission statement that aligns with 

organizational goals 

 Stakeholder Management 

 Learn to identify, understand, and manage stakeholders in order to 

make the security team more successful 

 PEST Analysis 

 Identify market forces that drive the business in order to better 

understand business goals 

 Porter’s Five Forces 

 Understand how business leaders develop strategy 

 Apply this analysis to security vendors so you can make more 

informed purchase decisions 

 Threat Actors 

 Understand attacker motivations and techniques 

 Review real-word attack scenarios 

 Asset Analysis 

 Understand assets that are most valuable to the business and are of 

interest to attackers 

 Threat Analysis 

 Learn how the intrusion kill chain and threat intelligence can 

inform strategic planning 
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 Day 2 

 Strategic Roadmap Development 

 Topics 

 Historical Analysis 

 Analyze the past in order to understand the probable future 

 Values and Culture 

 Understand the values and culture of your organization in order to 

align security with the corporate culture and define acceptable 

working norms 

 SWOT Analysis 

 Understand current Strengths, Weaknesses, Opportunities, and 

Threats 

 Vision and Innovation 

 Sustaining versus disruptive innovation 

 Jobs To Be Done Theory 

 Learning to innovate with the business 

 How to provide value to stakeholders 

 Security Framework 

 NIST Cybersecurity Framework 

 Measuring maturity 

 Gap Analysis 

 Identifying what needs to be done 

 Roadmap Development 

 Identifying what should be done first 

 Business Case Development 

 Approaches to obtaining funding 

 Metrics and Dashboards 

 Developing effective metrics 

 Marketing and Executive Communications 

 Promoting the work of the security team 
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 Day 3 

 Security Policy Development and Assessment 

 Topics 

 Purpose of Policy 

 Role of policy 

 Establishing acceptable bounds for behavior 

 Empowering employees to do the right thing 

 How policy protects people, organizations, and information 

 Relationship of mission statement to policy 

 Policy Gap Analysis 

 Policy versus procedure 

 Policy needs assessment 

 Policy Development 

 Governing policy 

 Issue-specific policy 

 Positive and negative tone 

 Policy Review 

 Using the SMART approach 

 Policy review and assessment process 

 Awareness and Training 

 Role of psychology in implementing policy 

 Organizational culture 
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 Day 4 

 Leadership and Management Competencies 

 Topics 

 Leadership Building Blocks 

 Creating and Developing Teams 

 Coaching and Mentoring 

 Customer Service Focus 

 Conflict Resolution 

 Effective Communication 

 Leading through Change 

 Relationship Building 

 Motivation and Self-direction 

 Teamwork 

 Leadership Development 

  

 Day 5 

 Strategic Planning Workshop 

 Topics 

 Case study topics include: 

 Creating a Security Plan for the CEO 

 Understanding Business Priorities 

 Enabling Business Innovation 

 Working with BYODs 

 Effective Communication 

 Stakeholder Management 
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 The Feature Of Asia Master Training And Development 

Center 

 

 we pick up the customer from the airport to the hotel. 

 we give the participant training bag includes all the necessary tools 

for the course. 

 Working within groups to achieve the best results. 

 All our courses are confirmed and we do not postpone or cancel the 

courses regardless of the number of participants in the course. 

 We can assist you in booking hotels at discounted prices if you 

wish to book through us. 

 We offer the certificate from Asia Masters Center for Training and 

Administrative Development. 

 

 

 

 

 

 

 

The Cost Of The Training Program Includes The Following: 

 
1) Scientific article on flash memory. 

2) Training Room. 

3) Training. 

4) Coffee break. 

5) The training bag includes all the tools for the course. 
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Price (USD) 

 
Communicate with the training department 

to know the participation fees 
 There are offers and discounts for groups 

 

details of the bank accountThe  

Bank name: CIMB Bank Berhad 
  Account name: Asia Masters Center SDN. BHD 

Bank account number: 80-0733590-5 
 Swift code: CIBBMYKL 

IBAN: Null 

 

 


